WM143 Web Programming in PHP – Lecture 5  –

Debugging, Security, PHP Authentication 
Review
Last class we learned more about arrays and how to communicate with MySQL from PHP
Demonstrate the http://localhost/hmwk4/leaderboard.php  example, showing the mysqli_connect.php script is above the htdocs folder.
This week:

Some Debugging and Security stuff

Authentication

Session Management

Validation based on server side field checking
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You forgot to enter the points!
You forgot to select your Course!
Flease go back and fill out the form again.

~ Enter the players golf round in the form below:

Date: [6/5/2003

First Name: [John

Last Name: [Smith

Handicap: [12

Score:

Points:

Cowse: ® Front9 O Back 9

Submit Round
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Validation based on database error checking
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Round details are entered

Warning: mysqfi_num_rows() expects parameter 1 to be mysdi_resul, boolean given in C:xampp!htdocs Demolleague lumyrk2-handle-insert php on line 117

The golfer with that name does not exist

~ Enter the players golf round in the form below:

Date: [6/5/2003

First Name: |Herman

Last Name:

Handicap:

Score: [45

Points: [a

Cowse: ® Front9 O Back 9

Submit Round
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Debugging the generated Insert SQL:
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Round details are entered

INSERT into ROUNDS (golfer_id, "date’, "handicap_id', "course", "score’, ‘points”) values(1, 8/6/2009, 12, 45, a, F)
The round could not be inserted due to a system error. We apologize for any inconvenience.

Unknown column 'a'in field is!
Query: INSERT into ROUNDS (golfer_id, *date’, "handicap_id', "course", "score’, ‘points”) values(1, 8/6/2009, 12, 45, a, F)

Enter the players golf round in the form below:

Date: [6/5/2003

First Name: |Herman

Last Name: [Callery

Handicap: [12

Score: [45

Points: [a

Cowse: ® Front9 O Back 9

Submit Round
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Proper insertion of a new record:
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Round played on Back 9

The round has been added.

~ Enter the players golf round in the form below:

Date: [6/5/2003

First Name: [Peter

Last Name: [Callery

Handicap: [13

Score: [45

Points: [3

Cowse: O Front9 ® Back 9

Submit Round
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Processing fields for safety

People that want to break your site, or just by mistake can put all kinds of  bad code into web forms.  
Here are some of those problems, and the PHP Functions that are useful to reduce the damage that can occur
1. Quotes – Single or double quotation marks in form fields are escaped automatically by the magic_quotes_gpc server setting.  If this is set, and you need to get to the raw data, you can find it in the server variable: HTTP_SERVER_VARS["QUERY_STRING"].  You can also put them back with this function: 

$myvar = stripslashes($_REQUEST[‘name’]);
2. HTML – you can add HTML to your form entries – something like <b>your name</b> will print the bold text in the field.  What if you type this into a field though:
<script=javascript>alert("owned");</script>
(Those reading ahead - Don't try it yet – I'll show you )

http://localhost/Demo/ch12/xss.php
The address field doesn't display – and with a "view source" – you can see this: <script=javascript>alert(\"owned\")</script> 

This means that it appeared that magic quotes worked.  But, if stored in mysql, we see this:

mysql> select address from userinfo where customerid=7;

+--------------------------------------------+

| address                                    |

+--------------------------------------------+

| <script=javascript>alert("owned")</script> |

+--------------------------------------------+

1 row in set (0.00 sec) 
When PHP inserted the record into MySQL – The escaped characters were magically unescaped! This is bad.

The correct way to fix this it to process each incoming form field to prevent questionable code – punctuation, etc that would be processed by the browser from getting into the database.  One way is the htmlspecialcharacters function, which changes all special characters  to their HTML entity representations, i.e "<" becomes &lt;  .  It is used like this:

$string = htmlspecialchars($_POST['address']);
Example:

<?php 

$a = htmlspecialchars 

("This is <bold> a test </bold> test !");

print $a;

?>

This is &lt;bold&gt; a test &lt;/bold&gt; test !

This representation could be inserted into the database, and taken back out, and all the characters would display exactly as written.

The htmlentities() function turns all applicable characters into their html entities.
Another way to process HTML is to allow certain tags through, allowing a limited amount of stylization by the users of the web site.  The strip_tags function removes all the HTML tags from text, leaving the surrounding text intact:

strip_tags(string, [allowable fields]);

 instead of 

$address=$_POST['address'];

use

$address= strip_tags($_POST['address']);
The optional second argument lets you list the tags 
strip_tags($_POST['address'],"<strong></strong><b></b>")
Another debugging trick

Sometimes you need to see some of the contents phpinfo(), but not everything.  Typically it's just the server, the request or the environment variables.  Use this code:

<?php 

foreach ($HTTP_SERVER_VARS AS $var => $value) {

echo "$var = \$HTTP_SERVER_VARS[ $value ]<br />\n"; }

?>

These server variables are very useful for a number of things – here's one of the favorite and misused ones:

$HTTP_SERVER_VARS[REMOTE_ADDR] = 192.160.51.70
This is the address of the web browser, or its proxy server, and can be used to display the page to certain clients.

LAB #1 – Write a simple form script that accepts a text input field.  Drop in a JavasScript alert to show how it is vulnerable.  Use the htmlspecialchars() function and Strip_tags() function to make this script safe from a scripting attack.  Demonstrate how the JS alert can no longer work.
Authentication (And more!)
User authentication is really hard for HTTP because it's a stateless protocol – the user doesn't log in, and stay logged in like the old days of mainframes and minicomputers – each "GET" in http has its own independent connect, read, and disconnect.   This has been handled by programmers in a number of different ways.

The first way to authenticate is called HTTP "basic authentication".   This uses a capability of the browser where a HTTP header called "WWW-Authenticate:" This causes the browser to display a window with a text string, called a "realm" and asking for the username and the password.  The browser caches the username and password for the site, and sends it when the server sends the realm and the header again.

In windows IIS, you need to use the administrative GUI to set this up, in Apache, it's done either in the httpd.conf file, or if enabled, with a file called .htaccess, that looks like this:

AuthType Basic

AuthName "Password Required"

AuthUserFile /home/jmako/public_html/passwd/password.file

Require valid-user

When  you get this screen:
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This uses the username and the password that was created by the htpasswd program in this format:

[passwd]webmaster> more password.file

pengle:1kU56ClgBh6qU

arlyn:jc8v2LbpnuXMU
Apache now knows your username, and logs it in the access log:

[pengle@localhost passwd]$ tail /etc/httpd/logs/access_log

127.0.0.1 - - [16/Nov/2004:17:26:27 -0500] "GET /~pengle/passwd/ HTTP/1.1" 401 475 "-" "Mozilla/5.0 (X11; U; Linux i686; en-US; rv:0.9.2.1) Gecko/20010901"
127.0.0.1 - pengle [16/Nov/2004:17:26:31 -0500] "GET /~pengle/passwd/ HTTP/1.1" 401 475 "-" "Mozilla/5.0 (X11; U; Linux i686; en-US; rv:0.9.2.1) Gecko/20010901"

Here's the PHP magic – PHP gets the information passed from Apache and can be accessed in an associative array of system information:
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We can use any of these cool variables that we found in phpinfo() inside our programs simply by adding a $ to make them a variable:

<?=$PHP_AUTH_USER;?>

Or 

<?=$HTTP_SERVER_VARS["REMOTE_USER"];?>
( you can't see it here, it's further down in the file )

This is the simplest method of user authentication, and has some strengths and weaknesses – 
Strengths – Once your browser is authenticated, you stay logged in as long as your browser remains running (username/password cached for realm)

· Needs very little programming, and it's easy and powerful

Weaknesses -  You have no power over the look of the authentication field other than 1 text string

· Hard to manage usernames and passwords in the text file

· In an ISP environment, you're dependent on the vendor to activate this feature.

PHP authentication:

What if we created a form - like this:

<form name="form1" method="post" action="home1.php">
CustomerID <input type="text" name="customerid">


Password 
<input type="password" name="password">
</form>
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The PHP Form processor could have an include file  that looked like this: 


$table[kathryn]="secret1";

$table[sharon]="secret2";

$table[mike]="secret3";

if ( empty($username) or empty($password)) 
  {die ("Please don't leave any fields blank<p>\n\n");}

if ($table [$username] == $password ) 

{ print "Access Granted"; }

else {  die("Try again"); }
We could put the username and password in MySQL, too

$query = "SELECT password from 
login where customerid='" .$username ."'";
But remember – we'd have to send the username and password to every single screen – either using hidden fields, or a dynamic link, but where the password would be visible in address field of the browser. 

This could be helped a little, using PHP's  MD5 function – this creates a 1-way encryption, also called a "hash" of the argument.
$a = md5("secret");

print $a;

5ebe2294ecd0e0f08eab7690d2a6ee69

If we stored the MD5 of the password in the database, then we'd test it this way:


$query = "SELECT md5_password from 
login where customerid='" .$username ."'";
if md5($password) == $row[md5_password] then "passed"
Now we can just pass around the md5 of the password, and no one would see the plain text of the password :

    http://yahoo.com?user=perry&password=5ebe2294ecd0e0f08eab7690d2
This has the added attraction of not storing the plaintext of the password in the database – so not even the system administrators would know the passwords. But it's still not very good – site still has to send the arguments to every page, and someone who gets access to the URL can access the site unless the programmer makes special efforts to prevent others from using the URL – like checking IP address.

So how do we solve this?

Cookies and Session Variables
















