WM143 Web Programming in PHP – Lecture 6 –

Cookies, PHP Authentication, HTML Uploads
Review
Last class we learned about Security, using HTTP basic authentication, PHP programmed authentication 
This week:

Persistence with Cookies


Built in PHP Persistence through Sessions

PHP file Upload

Cookies
Definition
Cookies are a general mechanism which server side connections (such as CGI scripts) can use to both store and retrieve information on the client side of the connection. The addition of a simple, persistent, client-side state significantly extends the capabilities of Web-based client/server applications.
Using a cookie, you can program a web site to save information across page views for the duration of a session ( non-persistent cookies ), or for a fixed period of time, across sessions, even client or server restarts ( called persistent cookies ).
Cookies use the following Parameters:

· Name = Value - Can be any text string without a comma, semicolon or white space.  Use Entity references to encode, if needed.  Only these two fields are required.  
· Expires, the date that the cookie dies – leave blank for non-persistent, where it goes away when exiting the browser. In PHP, you can use the time() command, and add the number of seconds to live - $expires=time()+36000 would live for 10 hours.  To set a certain date, use  the mktime function -  

       $expiration = mktime(hour, minute, second, month, year);
· Domain,  The domain where the cookie can be read:
· Default is the hostname only

· Some browsers require leading with a single dot to allow reading by any computer in the domain. I. e. ".merrimack.edu" could be read by any computer in the Merrimack.edu domain.

· Must have 2 dots – simply using ".com" as a domain is not allowed
· Path, URL path on the server – "/" for any directory, /~homedir/ to limit reading to a certain user's pages.
· Secure (1,0) – If 1, requires HTTPS.  If 0, can be read with HTTP and HTTPS.  Default is 0.
Cookie Limits:

A maximum of 50 Cookies per browser

4 KB per cookie

20 cookies per server – but completely specified hosts and domains aren't combined. PHP avoid this limit somewhat – by creating an array of cookies – simply add the index in square brackets to the cookie name.
The spec stresses not to expect a browser to have more capacity than this.  If you need more – store a cookie with a unique session variable and store the information on the server.

PHP
In  PHP,  the function set_cookie(name,value,expire,name,secure) handles all of this semi-automatically
So – 

$name = "Username";

$value = "Joe_Smith";

setcookie($name,$value); 

NOTE: The PHP code to set a cookie must be the VERY FIRST THING SENT TO THE BROWSER in the script!  Not even a single white space!  If a PHP script needs to set a cookie, the "<?php" tag must be at the very top of the script.
To read a cookie – you can use either 


$_COOKIE["cookie_name"],

$HTTP_COOKIE_VARS["cookie_name"], or

$REQUEST["cookie_name"]

If the cookie is an array – just append the square brackets - i.e.


setcookie("record[name]","Joe Smith");

A cookie array can can be read from PHP with:


$cookie_value = _COOKIE["record"]["name"]

To delete a cookie – it appears to work if a cookie is set just with blank content, but the spec says also to set an expiration date in the past.  The cookie name, domain, and path must match exactly – this was done to make it harder for any program but the original one to make the deletion.

Lab: Write a script to create a session cookie.  Find the cookie on your system and show it to me.  Bonus:  Read the cookie back and display it in a page.

What are PHP Sessions?

While cookies can store  the username, either plaintext or encrypted, the best way to program persistence using cookies is to create an array (a file, or a database table), stored on the server with all the users' session data, indexed by a random number, which is stored in that individual user's cookie.  When the persistence data is needed, the server just has to get the cookie, and look up the data.  This was done manually in hundreds of web sites, then the programmers of  PHP realized that programmers were all doing this, so standardized and called it "session management".  
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Here are the commands that you need to use sessions: 

1. PHP automagically creates a new session cookie or links an existing session cookie with a session when you call session_start(). It doesn't need error checking since it always returns true. Since it needs to read or write a cookie this must be done before any characters get sent to the server.  The default cookie name can be seen in the session section of phpinfo(), in the case of webmaster.merrimack.edu , it's called  "PHPSESSID".  This can be read with the function: ini_get("session.name"). 
Remember – the cookie just has a value of the form 
PHPSESSID=44a200f46bdcb7f07045a082c44bb8fc

The value of the session variables are stored in files on the server by the handler  "session.save_handler" in the directory "session.save_path.  This is usually changed to MySQL or another RDBMS, on high volume servers.
2. Create, save, and read individual session variables with the $_SESSION global array.   When a variable is defined this way, its value will persist between pages.  
$_SESSION["username"] = "JSmith";  
3. To undefine a session variable, use the unset() function.
unset($_SESSION["username"]);

4. Sessions automatically time out after the session.gc_maxlifetime -  the number of seconds until the session times out.  To manually eliminate session information use

session_unset(); // Releases the variables

session_destroy(); //Deletes the session file ( not the cookie )
5. To see if a session has already been started, just see if the session variable has been defined:

if (!(isset($_SESSION["customerid"])))
Actually, this code, 
if (!($customerid=$_SESSION["customerid"]))
Checks the session and assigns the variable at the same time (
Here is the code used to check to see if the user is already logged in:

if (!(isset($_SESSION["customerid"])))

{


session_unset();


session_destroy();


$url = "Location: login.htm";  //go back to login.htm

header($url);

// If not already logged in
}

Then, later, to display username, $customerid was already initialized and assigned – 

<b>Welcome to your personal area

        <?php echo $customerid; ?>

        </b></div>

PHP File Upload

HTML has the ability to upload files with right handler and the following <input> field and file type:
<form action="upload.php" enctype="multipart/form-data" method="POST">

<input type="hidden" name="MAX_FILE_SIZE" value="2048000">

<input name="userfile" type="file">

Along with some formatting, we get this form:
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This program will only operate if you've Logged In

PHP Upload File

Submit this fle:  [C\Documents and Sett

Upload the File.




The PHP handler for file uploads uses these new language features:

1. The $_FILES 2 dimensional array -  [ from PHP.net ] – this is where the PHP handler gets the file information.  Assuming that the field name was "userfile", here are the values :

$_FILES['userfile']['name']
The original name of the file on the client machine. 

$_FILES['userfile']['type']
The mime type of the file, if the browser provided this information. An example would be "image/gif". 

$_FILES['userfile']['size']
The size, in bytes, of the uploaded file. 

$_FILES['userfile']['tmp_name']
The temporary filename of the file in which the uploaded file was stored on the server. 

$_FILES['userfile']['error']
The error code associated with this file upload. This element was added in PHP 4.2.0 [http://us2.php.net/manual/en/features.file-upload.errors.php]
2. The move_uploaded_file( source_name, destination_name )  where source name is "$_FILES['userfile']['tmp_name']" and the destination is a full path name:
$uploaddir = "/home1/p/pengle/public_html/session/images/";

$basefile = basename($_FILES['userfile']['name']);

$uploadfile = $uploaddir . $basefile;

if (move_uploaded_file($_FILES['userfile']['tmp_name'], 
$uploadfile)) {


And the upload directory allows write access to the Apache web server:

[session]webmaster> ls -la /home1/p/pengle/public_html/session/images/

total 750

drwxrwxrwx   2 pengle   staff        512 Dec  1 21:00 .

3.  To make sure the file in an image, you can use the $_FILES['userfile']['type'] property:
$typestring = $_FILES['userfile']['type'];

$ipos = stripos($typestring,"image");

if ($ipos === false) {  

// the triple === is NOT a typo – 

// it checks the data AND type!

print "Not an image - the type is $typestring<p>\n"; }

else {


//PHP has a function for getting image info:
list($width, $height, $type, $attr) =

getimagesize("images/$basefile");

print "<img src=\"images/$basefile\"  


height=\"$height\" width=\"$width\" 


alt=\"Uploaded Image\" > \n ";  }

Produced this output of an upload:

 <img src="images/DSCF2436-zion1.jpg"  




height="562" width="800" 




alt="Uploaded Image" > 

Next Week


Last Homework is due!


Homework Assignment:  Read Chapters 10, 11.  Add a page to your golf league site that allows a user to display the following:

· Their 5 best scoring rounds of all time

· Their 5 lowest handicaps, sortable by date or handicap

Bonus: Show a graph of their handicap trend

Send your link to your site or script to j.mako@comcast.net
Wrap up with Regular Expressions, and Demonstration web sites
logout.php ( deletes session info )








Home2.php ( displays session info )








Home1.php ( displays session info )








login.php ( creates session, saves session information








Index.html, login.htm





Submit (user,password1, password2)





URL redirect ( no arguments! )









